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1
Decision/action requested

Kindly Request this contribution can be accepted by the group
2
References

NA
3
Rationale
Propose a new key issue on a new key issue on Protection of the 5GS authentication infrastructure
4
Detailed proposal

**** 1st change****

5.X
Key Issue #X: Protection of the 5GS authentication infrastructure 

5.X.1
Key issue details

The introduction of the NSWO feature will enable to leverage the 5G Core authentication infrastructure, i.e. AUSF, UDM or even HSS, for authentication services towards external entities. In fact, while in some deployments the WLAN APs may be owned by a PLMN operator, it cannot be ruled out that in some other deployements, they may be owned and operated by other external connectivity and service providers. Therefore, it is important that the 5G system provides the means for an operator to shield its own authentication infrastructure from any misuse and mitigate, to the extent possible, the impact of a potential compromise on the WLAN side. 

The former issue of misuse is commonly addressed by supporting mechanisms that provide mutual authentication, integrity and confidentiality protection on the relevant interfaces. For the latter issue and thanks to SBA and virtualization technologies, it can be addressed by deploying NFs that are solely dedicated to the NSWO feature. This type of isolation measures can definitely help containing the impact of such an external compromise, should it happen. Observe that for this to work, the system must be able to distinguish NSWO authentication from for example primary authentication and hence select such dedicated resources.

Isolation is also required at the functional level in order to protect the operations of registered UEs. This is because since the purpose of the NSWO feature is only to provide authentication service for WLAN APs, it is important that NSWO procedures do not have any impact on the security operations pertaining to registration and mobility of the UE in the 5G System, i.e. AS security, NAS security, etc. Otherwise, this could lead to disruption of the UE’s operations in the 5G System.

5.X.2
Security threats

Lack of protection over the NSWO interfaces may lead to misuse of the authentication services by unauthorized parties and leakage of security parameters, ex. keys, to eavesdroppers.

Lack of mitigation to contain a potential compromise on the WLAN side may lead to an overload situation on the AUSF or the UDM and cause disruption to the operating of the 5G System.
5.X.3
Potential security requirements

The system shall support mutual authentication, integrity and confidentiality protection for the NSWO interfaces.

The system shall support the means to mitigate the impact of a potential compromise on the WLAN AP side.

For a registered UE, the NSWO procedures shall not have any impact on the 5G security context in the UE and the network.

**** End of change****

